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The study plan ensures the balance between the general and specialized
requirements in the field of cybersecurity. The program is 8 levels where the
student needs to complete a total of 134 credit hours of theoretical, practical,
and training courses, for graduation. The curriculum structure is illustrated in
Table 1. Study plan includes courses related to mathematics, physics,



chemistry, and basic sciences in general, in addition to courses related to
information technology, information system, and computer sciences. It mainly
includes cybersecurity courses which include Introduction to security,
communication Skills & Ethics issues, Cyber Law and Regulation of the
Information Society, Database Security, Security Architecture and System
Administration, Digital Forensic Investigation, Network Security, Ethical
hacking and Information risk management.

Table 1. Study plan requirements of the CYS

Required/ No. of Credit
Program Structure Percentage
Elective courses Hours
6 12

9%

Required

Institution Requirements

Elective = = =
Required 9 29 21.6%
College Requirements
Elective - - -
Required 28 81 60.5%
Program Requirements
Elective p 6 4.5%
Capstone Course/Project 2 5 3.7%
Field Training/ Internship 1 1 0.7 %
Residency year - - -
Others
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Level Course c e Credi Contact Hours | Pre-
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Code Theore m ReqU|S|te

MATH 104 Mathematics Principles
o= 101 T s 4 ,

8 4 8
ENG 101 English | -
=101 elatll Codlaoly pSazll oyl =
PSYCH Thinking  Skills and 2 2 -
101 Learning Styles
Je 111 cewoleedl &l -
i _ 2 1 2
CSC 111 Computer Skills -
»110 T dale clind ) ) -
PHYS110 General Physics | -
« 102 2 4| 2 . ) 5 > 101
ENG 102 English Il ENG 101
o= 103 WONES PN FYE DWEHI RIS Y &> 101
English for Engineering 2 2 0
ENG 103 nglish for ngl.neermg ENG 101
and Computer Science
MATH 105 Calculus -
Je 122 AP (P 3 ) 5 Je 111
CSC 122 Computer Programming CSC 111
ua.&‘ 325 ;Laa-}'b Lo douia -
ST s Introduction to 3 3 0
Probability & Statistics
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Introduction to Islamic
Culture

e 101 yad Ll _

o 2 2 0
ARB 101 Linguistic Skills -
o2, 106 Jol& ol . . 0 o2 105
MATH 106 Integral Calculus MATH 105
9321 1 Sloglall 4uas pealee -
Fundamental of 3 3 0
IT211 ) i
Information Technology
«212 Slaglall laly bl wclsd -
Database and 3 5 5
IT212 Information -
Management
Je 211 il 3yl gt 3 3 0 Je 122
CSC 211 Algorithms CSC 122
ol 102 ezl eling 5Ly -
Islam and Community 2 2 0
IC102 - =
Building
0413107 A=l a_w.\.;.(‘.lb‘zja_&ﬂ_? -
e Linear Algebra and 3 3 0
Analytic Geometry
Je 222 Adead) Azl Je 211
Object oriented 3 2 2
CSC 222 . CSC 211
programming
w221 ol 8 deua -
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CYS 221 Introduction to security -
L 223 abibed) cuSl,s e 222
J el oS 3 5 2 () J
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Je 224 ol Avin Je 211

CSC 224  Software Engineering CSC 211

«lw 103 L 3 soliazd¥ allaill 2 2 0 -
Economic System in

IC 103 Islam -

—,c 103 il sl 2 2 0 5

ARB 103 Arabic Writing -

«311 gl domayy 3 2 2 Je 222
IT 311 Web Programming CSC 222
oasy 212 dalaize Slual, 3 3 0 ,

MATH 212 Discrete Mathematics B

w311 paime iy Glud! Opilall 3 3 0 w221
Slaglall

cysay oyper  law - and CYS 221
Regulation of the
Information Society
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IT312 . s
Ethics issues

Je 311 Y| wlas 3 3 0 -

CSC 311 Machine Learning ;
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CYS 322 Database Security IT212

w323 plladll 81alg oa¥1 Bylec 3 3 0 w221
Security Architecture and

B System Administration ciezn

Ja 321 el IS & & 0 -

COE 321 Computer networks -

Jla 322 csolsel SIS Jors 1 0 2 () Js 321

COE 322 Computer Networks Lab COE 321

Jla 323 RAWSHIPES[PIATTE (b PYS T 3 3 0 (r) Jla 321
Internet Protocols and

COE 323 Algorithms COE 321
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CSC 411 Mobile ' Application S 995
Programming
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cysar1 el Forensic CYS 311
Investigation
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CYS 412 Network Security COE 321
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CYS 413 Summer Training -
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Information  Technology
Project Management

LMY i, a1
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Ethical hacking
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Mobile & Wireless Security
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The program ensures the sequencing and integration of the courses as the study plan
shows. Courses of levels 1 till level 6 are required, then elective courses are offered in levels
7 and 8. This helps to ensure acquiring essential knowledge and skills by all students.
Elective courses introduce advanced topics in the specialization of cybersecurity. The
practical units demonstrate the skills of students regarding the corresponding theoretical
units. The following figure shows the sequencing and integrity of study plan courses.
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The program features an interactive online study plan that allows students to
monitor their academic progress, track completed versus remaining courses,
and explore prerequisites for each course interactively. Additionally, the
platform provides automated alerts regarding the mandatory registration of
the graduation project within the specified deadlines to ensure a timely
graduation and avoid any potential delays. Students can access the interactive
plan via this link ( https://bpc-eit-cybersecurity-plan.lovable.app ) or by
scanning the following QR code:

Interactive Study Plan
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Knowledge and understanding

K1

K2

K3

Explain the basic foundations, theories, principles and concepts in the
field of cybersecurity

[llustrate the processes, tools, technologies, policies and practices used
in cybersecurity field.

Demonstrate the current and emerging developments and search for
advanced topics in the cybersecurity field.

S1

S2

S3

Analyze and evaluate various complex information in the field of
cybersecurity.

Critically evaluate, select and use cybersecurity techniques,
methodologies

and tools to solve problems, reduce risks and perform cybersecurity
work.

Use study, investigation and research methodologies in cybersecurity
projects and activities.



S4 Perform a range of tasks and procedures using cybersecurity tools in
various
complex operations.

S5 Communicate in appropriate ways and build beneficial professional and
social relationships

S6 Use mathematical operations and quantitative methods to process data
and information in complex and diverse contexts in cybersecurity field.

V1 Commit to the ethics and standards of the profession of cybersecurity,
and demonstrate responsible citizenship.

V2 Take constructive decisions in situations that require self-dependence,
learn, and innovate independently

V3 Work collaboratively and constructively

V4  Participate effectively in community development.



